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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application. 
Listing of Claims: 

1. (Currently Amended) A revocation information transmission method used in a 
system including a plurality of contents transmitting devices for transmitting contents, and a 
plurality of contents receiving devices for receiving contents on a network, the method 
comprising the steps of: 

executing mutual authentication between the plurality of contents transmitting devices 
and the plurality of contents receiving devices, respectively, each of the contents transmitting 
devices reading authentication information of a respective one of the contents receiving 
devices; 

individually uploading revocation information including key information of mutual 
authentication failure from each of the contents transmitting devices or each of the contents 
receiving devices in case of mutual authentication failure to a revocation integrator_thatjs 
separate from the plurality of contents transmitting devi ces and the plurality of contents 
receiving devices : 

integrating, with the revocation integrator, the revocation information from each of the 
contents transmitting devices with the revocation information from each of the contents 
transmitting devices, as an integrated revocation list representing a common list of revocations 
for the contents receiving devices and the contents transmitting devices on the network; 

packetizing the integrated revocation list and multiplexing the packetized revocation list 
into a stream; and 

transmitting the stream to the contents transmitting devices on the network; 

wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a data structure of a section of the MPEG transport stream. 

2. -3. (Cancelled) 
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4. (Previously Presented) The revocation information transmission method of claim 
1, wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a data structure of a PES packet of the MPEG transport stream. 

5. (Previously Presented) The revocation information transmission method of claim 
1, wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a payload of a transport packet of the MPEG transport stream. 

6. (Previously Presented) The revocation information transmission method of claim 
1, wherein the integrated revocation list is transmitted by using an IP packet. 

7. -8. (Cancelled) 

9. (Currently Amended) A revocation information transmitting system comprising: 

a plurality of contents transmitting devices for transmitting contents; 

a plurality of contents receiving devices for receiving contents, which are respectively 
connected to the plurality of contents transmitting devices; 

a first digital interface for outputting a compressed/expanded digital signal from the 
contents transmitting device to the contents receiving device; 

a second digital interface for transmitting and receiving authentication information of the 
contents receiving device between the contents transmitting device and the contents receiving 
device; 

a network for .suck i ng up receiving revocation information from the plurality of contents 
transmitting devices or the plurality of contents receiving devices in case of mutual 
authentication failure between the contents transmitting devices and contents receiving 
devices; 

an integrator that is separate from the plurality of c ontents transmitting devices and the 
plurality of contents receiving devices that integrates integrating means for integrat i ng the 
revocation information, as an integrated revocation list from the contents transmitting devices 
or the contents receiving devices, which is connected to the network, the integrated revocation 
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list representing a common list of revocations for the contents receiving devices and the 
contents transmitting devices on the network; 

a multiplexer that multiplexes mu l tiplex i ng means for packct i zing the integrated 
revocation list integrated by the i ntegrat i ng means and mu l tiplex i ng integrator and multiplexes 
it into a stream; and 

a transmitter that transmits transm i tting means for transmitting the stream, 

wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a data structure of a section of the MPEG transport stream. 

10. -11. (Cancelled) 

12. (Previously Presented) The revocation information transmitting apparatus of 
claim 9, wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a data structure of a PES packet of the MPEG transport stream. 

13. (Previously Presented) The revocation information transmitting apparatus of 
claim 9, wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a payload of a transport packet of the MPEG transport stream. 

14. (Previously Presented) The revocation information transmitting apparatus of 
claim 9, wherein the integrated revocation list is transmitted by using an IP packet. 

15. -16. (Cancelled) 

17. (Currently Amended) A revocation information transmission method comprising 
the steps of: 

executing mutual authentication between contents transmitting equipment and contents 
receiving equipment, executed by the contents transmitting equipment which reads 
authentication information of the contents receiving equipment through a first digital interface; 
and 

outputting revocation information including key information of mutual authentication 
failure from the contents transmitting equipment or the contents receiving equipment in case of 
mutual authentication failure, 
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wherein the revocation information transmission method is used in a system comprising 
contents transmitting equipment for transmitting contents, contents receiving equipment for 
receiving contents, a second digital interface for outputting compressed/expanded digital signal 
from the contents transmitting equipment to the contents receiving equipment, the first digital 
interface connecting means for transmitting and receiving data between and connecting the 
contents transmitting equipment to the contents receiving equipment, and a revocation 
integrator that is separate from the contents transmittin g equipment and the contents receiving 
equipment integrating the revocation information, as an integrated revocation list from the 
contents transmitting devices or the contents receiving devices, which is connected to the 
network, the integrated revocation list representing a common list of revocations for the 
contents receiving devices and the contents transmitting devices on the network, 

wherein the integrated revocation list is transmitted from the revocation integrator to 
the contents transmitting devices using a data structure of a section of an MPEG transport 
stream. 

18. (Currently Amended) A revocation information managing apparatus comprising: 

a plurality of contents transmitting equipments, connected to a network, for transmitting 
contents; 

a plurality of contents receiving equipments, connected to a network, for receiving 
contents, which are respectively connected to the plurality of contents transmitting equipments; 

a first digital interface for outputting compressed/expanded digital signal from the 
contents transmitting equipment to the contents receiving equipment; 

a second digital interface connecting moons for transmitting and receiving authentication 
information of the contents receiving apparatus between connecting the contents transmitting 
equipment to thc and the contents receiving equipment; 

a means for executing mutua l authentication between the contents transmitt i ng 

equ i pment and tho contents receiv i ng equipment; and 

an outputt i ng means output_for outputting revocation information including key 
information of mutual authentication failure from the contents transmitting equipment or the 
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contents receiving equipment in case of failure i n thc jn_a_ mutual authentication between the 
contents transmitting eq u ipment and the contents receiving equipment; and 

a receiving means receiver for receiving an integrated revocation list from a revocation 
integrator that is separate from the plurality of contents transmitting equipment and the 
plurality of contents receiving equipment, the integrated revocation list representing a common 
list of revocations for the contents receiving equipment and the contents transmitting 
equipment on the network, 

wherein the integrated revocation list is transmitted from the revocation integrator to 
the receiving means using a data structure of a section of an MPEG transport stream. 

19. (Previously Presented) The revocation information transmission method of claim 
1, wherein: 

one of the contents transmitting devices, as a first contents transmitting device includes 
a first digital interface for outputting a compressed/expanded digital signal to a respective one 
of the contents receiving device, as a first contents receiving device and a second digital 
interface for executing the mutual authentication between the first contents transmitting device 
and the first contents receiving device, the method further comprising: 

receiving the stream by the first contents transmitting device; and 

selectively outputting, via the first digital interface of the first contents transmitting 
device, the compressed/expanded digital signal to the first contents receiving device responsive 
to the integrated revocation list received in the stream. 

20. (New) A revocation information transmission method used in a system including 
a plurality of contents transmitting devices for transmitting contents, and a plurality of contents 
receiving devices for receiving contents on a network, the method comprising the steps of: 

executing mutual authentication between the plurality of contents transmitting devices 
and the plurality of contents receiving devices, respectively, each of the contents transmitting 
devices reading authentication information of a respective one of the contents receiving 
devices; 
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individually uploading revocation information including key information of mutual 
authentication failure from each of the contents transmitting devices or each of the contents 
receiving devices in case of mutual authentication failure to a revocation integrator that is 
separate from the plurality of contents transmitting devices and the plurality of contents 
receiving devices; 

integrating, with the revocation integrator, the revocation information from each of the 
contents transmitting devices with the revocation information from each of the contents 
transmitting devices, as an integrated revocation list representing a common list of revocations 
for the contents receiving devices and the contents transmitting devices on the network; 

packetizing the integrated revocation list and multiplexing the packetized revocation list 
into a stream; and 

transmitting the stream to the contents transmitting devices on the network, 
wherein the stream is an MPEG transport stream, and the integrated revocation list is 

1) transmitted by using a data structure of a section of the MPEG transport stream, 

2) transmitted by using a payload of transport packet of the MPEG transport stream, 

and 

3) transmitted by using an IP packet. 
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